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Mobile Users > Desktop Internet Users
Within 5 Years

Global Mobile vs. Desktop Internet User Projection, 2007 — 2015E
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RIPE Mobile Hack

General Network Built-in Measurements User-defined Measurements
Pv4 IPV6
Internet  213.233.85.23 Current Configuration
Address
Automatic Yes

ASN 12302 (VODAFONE_RO

Vodafone Romania S.A.,RO)
Local 192.168.0.68
Address

Gateway 192.168.0.1
Netmask 255.255.255.0

DNS 192.168.0.1
Resolvers



The Hack

® |PTables rules to forward based on
packet size

® Raspberry Pi wvdial config



Routing Policy

® TCP traceroute dst port==1025 >> LAN
® |CMP Packet size==48 >>LAN

pi@raspberrypi ~ $ sudo iptables -L -v -n -t mangle

Chain PREROUTING (policy ACCEPT 48564 packets, 6404K bytes)
pkts bytes target prot opt 1in out source destination
1104 52992 MARK icmp -- * ' 192.168.0.0/24 0.0.0.0/0 icmptype 8 length 48 MARK set Ox2
1104 52992 RETURN icmp -- * 192.168.0.0/24 0.0.0.0/0 1cmptype 8 length 48

351 30888 MARK tcp - 192.168.0.0/24 0.0.0.0/0 tcp dpt:1025 MARK set Ox2
351 30888 RETURN tcp 192.168.0.0/24 0.0.0.0/0 tcp dpt:1025
8053 751K MARK all : 192.168.0.0/24 0.0.0.0/0 MARK set 0x1




WVDial

pi@raspberrypi - $ more /etc/wvdial.conf

[Dialer Defaults]

Initl = ATZ

Init2 = ATQO V1 E1 S0=0 &C1 &D2 +FCLASS=0
Init3 = AT+CGDCONT=1,"IP","1l1ve.vodafone.com"

Modem Type = USB Modem
ISDN = 0

New PPPD = yes

Phone = *99%

Modem = /dev/ttyACMO
Username = test

Password = test
Baud = 460800

[Dialer pin]
Initl = AT+CPIN="1590"
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Results



One Probe, two Paths

Traceroute Result for Probe #25760

2015-11-1513:44 UTC

Traceroute to 147.28.0.1 (147.28.0.1), 48 byte packets
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Traceroute Result for Probe #25760

2015-11-1513:53 UTC

Traceroute to 147.28.0.1 (147.28.0.1), 47 byte packets
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Fancy Maps
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Ping Measurements

From 2015-11-15 13:46 to 2015-11-15

RIPE Atlas ping measurement #2942949 to 147.28.0.1
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RIPE Atlas ping measurement #2942512 to 147.28.0.1
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Probe 25760 (RO)
IP v4: 213.233.85.23

AS: 12302

Prefix v4: 213.233.85.0/24
Target: 147.28.0.1

From 2015-11-15 13:47 to 2015-11-15
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Prefix v4: 213.233.85.0/24
Target: 147.28.0.1



Better Graph

Current data point resolution: no aggregation applied

RTT [ms]
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- RTT Min 35.052ms 188.21ms 689.708ms 449.698ms

— RTT Med 35.191ms 221.38ms 714.896ms 526.68ms

- RTT Max 35.368ms 332.25ms 1366.233ms 799.986ms

o No data a =0% a >0% a >30% s >60% = 100% Pkt Loss o 0 Pkts sent



VVhat went wrong

® Pi USB power limitations

® iptables



Future Considerations

® Communication to choose network
® Software SIM: Multiple Operators
® Data Plans $$%

® SMS and Voice Measurements



Ripe Atlas Probe v3G ??



RIPE SIM Server
hosted@ Vesna’s House
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