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Scope and Goals &

* [ncrease visibility in security communities

- More cross-collaboration between RIPE and security
communities

- More awareness about RIPE and the RIPE NCC

e Understanding interests and concerns of
security communities better

- Governments, researchers, “hackers”, CSIRTs, operators..

e | ead by example

- Provide information about security topics (e.g. RIPE Labs)

- Make sure we follow security best practices
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Presenting at Various Events (1) &

* MAAWG
- “RIPE and RIPE NCC” together with Brian Nisbet

 CARIS (IAB and ISOC)

- Moderated panel on “Incident data sharing”

* net:25 (ACOnet)

- Moderated panel on “Internet of Things and regulation”
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Presenting at Various Events (2) &

e TF-CSIRT

- RPKI, responsible disclosure, Russian privacy law

e BlackHat Europe

- DNS panel session
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Attending Various Events

e Cybersecurity Forum (RU)

e RootedCON (ES)

e FOSDEM (BE)

e NCSC ONE Conference (NL)

* Global Conference on Cyberspace (NL)
e Russian Internet Week (RU)

e And more...
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LEA Outreach &

e Continue training on tools (RIPEstat, RIPE
Atlas) and |IPv6

e Continue to talk with LEAs, Interpol and
Europol

e Discuss developments in industry and LEAS

- Security, IPv6, IPv4 transfers etc.

* |dentifying where we can help each other with
expertise
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Other Activities %

e Datasets for abuse handlers

- In collaboration with CSIRTs and maintainers of datasets

- Document ready - will be a RIPE Document after RIPE 71

e Responsible Disclosure Policy
e “A” rating on SSL Labs for our websites
e DANE/TLSA record added for main websites

- https://labs.ripe.net/Members/mgrigore/implementing-dane-
for-ripe-ncc-websites

e Security audits for various services

Kdhne | RIPE 71 | 19 November 2015


https://labs.ripe.net/Members/mgrigore/implementing-dane-for-ripe-ncc-websites

Questions 0

labs@ripe.net
@mir_ripe_labs



