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e Registry for .nl ccTLD

e ~ 5 6 million domain names
e ~ 2.45 million domain names signed

e SIDN Labs is the R&D team

SEDI) labs SIDN
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ENTRADA

ENhanced Top-Level Domain Resilience through Advanced Data Analysis

e > 300 GB of PCAP data daily
e > 1.3 billion query's daily
e > 3.1 million distinct resolvers

e Currently capturing some 10% of total

Sibig s SIDN
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Query Engine Options

Evaluated SQL and NoSQL solutions

N\ (A poekri

e Relational SQL (PostgreSQL) R\ N S6L7
* MongoDB @:ﬁ i‘ “

e Cassandra

e Elasticsearch

e Hadoop (HBASE + Apache Phoenix or Hive)
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4 \(

% Parquet

SQL on Hadoop

Best fit for our requirements

Hadoop Hadoop Hadoop
Node N Node N+1 Node N+2
lg IMPALA IMPALA IMPALA

PARQUET PARQUET PARQUET

S@ labs S@
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ENTRADA Architecture

* 'DNS big data’ system

e W
User Interfaces API’s
e Goal: develop applications _T_i I—f_'
and services that further ;’fpp't_l
enhance the security and —— |
stability of .nl, the DNS, and
the Internet at large.

Algorithms

S
Storage
Engine

* ENTRADA main components:

Applications and services oty

Sources( internal and external )

Platform
Data sources

Privacy framework sl STDN
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Privacy

Legal and organisational ~ ENTRADA data platform (technical)
-i=

ENTRADA privacy framework

Security and stability
services and dashboards

R&D
licence

B |
ER-

Adjustments

Data analysis
algorithms

.l
r‘ Database queries
Template  Author Draft Policy =
o Policy Privacy z Storage
(Application
Board
Developer)

DNS packets (PCAP)

Collection

.nl name servers

DNS queries and responses

Il Resolvers

Download paper:
https://goo.gl/wec5dR

Policy elements:

e Purpose

e Data that is used

e Filters on the data

e Retention period

e Access to the data

e Type of application
(Research vs. Prod.)

sioi) > SIDN
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Workflow

name PCAP PCAP
server staging decode

Analyst

Parquet

Monitoring

s S{DN

Query data available for analysis within 10 minutes . A—



Performance

Example query, count # IPv4 queries/day.

sel ect

concat _ws(’-’, day, nont h, year),
count (1)

from dns. queri es

where ipv=4

group by
concat _ws(’-’, day, nont h, year)

Response Time (minutes)

25

20

15

10

Singie Thread =
| . 10Threads sessm =~ .

Month

Day Year

Query response-times

1 year of data is 2.2TB Parquet ~ 52TB of PCAP

SEDI| labs SIDN
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Status

Name server feeds 2
Queries per day ~150M
Daily PCAP volume(gzipped) |~33GB
Daily Parquet volume ~6GB
Months operational 18
Total # queries stored >718B
Total Parquet volume > 3TB
HDFS (3x replication) >9TB

Cluster capacity

~150B-2008B tuples

labs SIDN
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Use Cases

Focussed on increasing the security and stability of .nl

* Visualize DNS patterns (like traffic patterns for
phishing domain names)

e Detect botnet infections

e Real-time Phishing detection

e Statistics (https://stats.sidnlabs.nl)

e Scientific research (collaboration with universities)

e Operational support for DNS operators

i)« SipN
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Example Applications

 DNS security scoreboard

e Resolver reputation || s HaroesT parr. |




DNS Security Scoreboard

eNe < phishing sidnlabs.nl

Home  Events Lookup New events )

DNS security scoreboard

Visualizing phishing, botnet and other DNS based malware activity.

History "
4424 12674 109 344  -48% 12448 226
Events = Domains Events week 30 day change phish malware
monthly
1000 500
.
. ; = Recent Netcraft events
” S
] 20 §
l l I i I ! I i i date domain name registrar reporter type
Jl 20151112 | recyle-post.ni unknown Netcratt Lo m
2015-11-12  recy unknown Netcraft L
M Domain Names -+ Netcraft Phishtank
W SacviDomen 201511-12  tranenenpasels.ni unknown Neteratt | & m
" 20151112 freshbridge.s unknown Netcraft ™ m
Phish target
Targets = 20151112 beneluxcustomern unknown Netcraft | m
with > 1 event
amazon 2% [ dropbox 2% Recent Phishtank events
plrpalll—\\( bpost: 2%
applecomputer 6% /\ yahoo 3% date domain name registrar reporter type
other: 16 % \ = genericwebmailphish
rabobank. 1% \/ S wellstargo: 2% 20151104 ah-automation.r unknown Phishtank o m
fonalcardservices u&/ \\_, bancolombia: 3%
facebook: 1% google: 9%
\// 2015-11-04  buurtbemiddeling-barendrecht.nl unknown Phishtank m
alibaba: 1% Inggroup; 4 %

2015-10-30  liko

Phishtank

Goal: Visualize DNS patterns
for malicious activity.

How: Combine external
phishing feeds with DNS data.

SEDI) labs SIDN
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Traffic Visualization

Overview
seidenstickeronline.nl Change scale =
600 60 300
2 200
H u
é s
* 100
0
M Query -+ Country - IP
Network
Top 10 event average Unique # ASN =
ASN # ASN # 100
AS15169 56  AS15169 10
AS393406 B ASET 3 3
*
AS202109 22 AS31334 2
AS12322 19 AS3502 1 2
AS202018 18 AS7819 1 OIS AV Ay Ay A WA D D
& A‘S:U“vw&\ &SP 0““\\“‘9“‘(‘5\ p"(@'tb“ka“‘,\\“«e"‘ % ‘p“‘s‘\ § & Eiks
ASH0 10 ASITE ‘ R R R R
AS48539 9 UNKN 1
+ ASN
AS16509 9 ASA39 1
Location
2015-09-28 ‘}
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Resolver Reputation (ResRep)

Goal:

Try to detect malicious activity by aSS|gn|ng
reputation scores to resolvers. |

How:

“Fingerprinting” resolver behaviour.

Sibig s SIDN
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ResRep Concep

ISP Resolvers

Authoritative Malicious activity:
DNS .nl

e Spam-runs

* Botnets like

DNS questions Cutwail
and responses
* DNS-
@ amplification
attacks

SEDI| labs SIDN
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ResRep Architecture

Root .nl
operator Privacy
, N Board
ISP network ra RESREP
Privacy

RESREP

abuse
formation
service exchange.>

AbuseHUB

ENTRADA Abusedesk

Platform

Child operator
(example.nl)

www.example.nl

s SIDN
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Open Data program

stats,skdniabs o

.nl stats and data

Insignt into the use of .nl

Home  Fepstaton ONS  DNSSEC |EEEIVHN

Unique IP addresses and networks
Shows the number of unique IP addresses (IPv4 and IPvE) and networks (Autonomous System Numbers) of resolvers sand ng Nl Guanes.

Zoom 1m 3 6m (e 12m Al From | Aug 13,2015 | T Nov 11,2015

17. Aug 24. Aug L Asg 7.5ep 4.5 2L Sen 28.Sep 5.0ct 12. 0t 15.0ct 26. Oct 2. Nov

Log scale

Use of IP version 4 and version 6 addresses

What percantage of resolvars usa IP version 6.

Zoom 1m 3m Bm jasr 12m Al From  Aug 13,2015 | To  Nov 11,2018
00

N |
5%

https://stats.sidnlabs.nl SIDN
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Open Data program (JSON files)

® L [ "] https://stats.sidnlabs.nljd: % | Marco |

C f & nttps://stats.sidnlabs.nl/data/registration-hist.json ©6- 9 »0 02 0 =

- dnssec_ratio: |
1386979200000,
31.090901973603536

1

1387065600000,
31.092200502331725
1

1387152000000,
31.088174196898883
1
=N
1387238400000,
31.06906107916868
1
=B
1387324800000,
31.0458162073873
1
=
1387411200000,
31.04544367269951
1
=5
1387497600000,
31.054463756117535
1
=
1387584000000,
31.087038998710725
1
dnssec_ratio

https://stats.sidnlabs.nl
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Open Data program (JSON files)

https://stats.sidnlabs.nl

Please let us know:

e |sit, or can it be useful?

e How, what for?

e For whom?

e What can we do to improve things?

sipi) s SIDN
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Questions and Feedback

| ] @ : stats.saniabe nl v g o

Marco Davids Nl stats and data

Insight into the use of .nl

Senior Research Engineer

marco.davids@sidn.nl

% @ ma rCOd aVidS Unique domain names

How many unique domain names are queried sach day? This chart shows how many unique existing domain names are queriad each day (rsporsa code "0k”). Also displayed is
the number of non existing unique domain names {respanse code “NXDomain®), The queries for non existing domain names show 2 much mere unpredictable pattern

Zoom Im 3m 6m jar 12m A From | Jun4,201S  To  Sep2,2015

www.sidnlabs.nl

Query type

Each DNS query contains information about the type of response recuired from the server, this is caled the query type. If we look at 2 query for  version 4 IP address, the query
typa vdll be *A” and for locating the mail server for a domain name the query type *MX" is used. This chart show how oftan the most common query types are requested. More

https://stats.sidnlabs.nl
SUDI] labs S|DN
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