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A Brief History of Surveillance Export Policy



History of Controls FinFisher, U.K. and Bahrain
FinFisher and Bahrain Surveillance Export Policy



Amesys and Libya Surveillance Export Policy
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Area SpA and Syria Surveillance Export Policy



Growing Market

Concerns Over Going Dark

Growing Market

Snowden Disclosure, Concerns 
over “Going Dark” Fuel Industry



Wassenaar Arrangement Export Control Regimes



Communications Technologies Export Controls are 
Commonplace



IMSI Catchers/Cell Site 
Simulators Wassenaar Arrangement Plenary 2012



Intrusion Software
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Intrusion Software

Controls


• Systems and software for 
the generation, operation or 
delivery of, or 
communication with 
Intrusion Software.


• Technology for the 
development of Intrusion 
Software.



IP Network 
Surveillance
• IP network communications surveillance systems 

having all of the following:


• Performing all of the following on a carrier 
class IP network (e.g., national grade IP 
backbone):


• Analysis at the application layer (e.g., 
Layer 7 of Open Systems Interconnection 
(OSI) model;


• Extraction of selected metadata and 
application content;


• Indexing of extracted data; and


• Being “specially designed” to carry out all of the 
following:


• Execution of searches on the basis of `hard 
selectors'; and


• Mapping of the relational network of an 
individual or of a group of people.




Intrusion Software Control 
Has Been Controversial Wassenaar Arrangement



PI Surveillance 
Industry Index

415 companies
1911 individual 
brochures
206 with HQ in EU MSs
  

Europe Moves Forward Unilateral and E.U. Controls



German Unilateral 
Controls (5A902) 

Controls:


• Monitoring Centers for Lawful 
Interception Systems


• Data Retention Systems for 
Lawful Interception Information


Does Not Cover:


• Billing, Quality of Service, Data 
Collection Functions with 
Routing


• Operation of Such Systems 
within Telecommunications 
Companies



Catch-all Controls

Netherland’s Encryption Controls 

‘This license may not be used if the 
exporter is aware or has been informed 
by the competent authorities of the 
Member State where he is established, 
that the items in question are or may be 
intended… for use in connection with 
violations of human rights, the 
democratic principles, or the freedom of 
speech as described in the Charter of 
Fundamental Rights of the European 
Union, where use is made of interception 
techniques and digital data transfer 
equipment for the monitoring of cellular 
telephones and the reading of text 
messages and for the specific 
surveillance of internet use (for example 
by means of control centers and legal 
interception gateways).’ 



Human Security

Human Rights as License Consideration 
Criteria. 

Swiss authorities must reject companies’ 
requests to export internet and mobile 
surveillance technologies if there “are 
reasonable grounds to believe” that the 
items could be used for repression in the 
country of destination.



European Union Export 
Reform Process Export Control Regimes
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Questions?


