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Outline/Agenda	  

•  What	  is	  the	  problem	  (in	  a	  bigger	  sense)?	  
•  State	  of	  Play	  
•  Areas	  of	  impact	  
•  CriMcal	  elements	  
•  Way	  forward	  (discussion)	  
– Are	  we	  solving	  the	  problem?	  
– Are	  we	  solving	  it	  in	  a	  right	  way?	  
– Are	  we	  solving	  the	  right	  problem?	  



Anatomy	  of	  a	  reflecMon	  aOack	  

The victim of the attack. Its IP 
address was forged in the 
source IP addresses of the 

requests. Usually the DoS is 
achieved either by 

overloading the server or the 
network infrastructure around 

it.

Open Reflectors. Usually 
servers running applications 

that use connectionless 
protocols (like DNS or SNMP) 

and do not require 
authorisation from their 

clients

Initiators - clients sending 
requests with spoofed source 
IP addresses, impersonating 

the victim of the attack. 
Usually they are part of a 

bonnet.
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A	  brief	  history	  of	  anM-‐spoofing	  
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2015
ISOC RT

2000
BCP38

2004
BCP84

2006
RIPE TF

NANOG 
thread

2013
Panel@RIPE66

1990s
1st DDoS

NANOG 
thread

NANOG 
thread

Data:	  ATLAS	  Q2	  2015	  Update	  



Areas	  of	  impact	  
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Data/
Measur
ements	  

Tracea
bility	  

Deploy
ability	  

IncenM
ves	  



Measurements	  

•  Measurement	  techniques	  
•  What	  do	  we	  measure?	  
•  Can	  we	  do	  this	  beOer	  (discussion)?	  
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Enterprise, Government and Education  
Threats and Attacks

•  The most frequently observed threats on enterprise  
networks are DDoS attacks, accidental data loss and 
botted or otherwise compromised hosts—all garnering 
around a third of respondents. 

•  Nearly half of respondents saw DDoS attacks during  
the survey period, with almost 40 percent of those  
seeing their Internet connectivity saturated. 

•  Respondents reported that 29 percent of attacks  
targeted the application layer, significantly higher than  
the 20 percent reported by service providers. This may  
be due to the fact that service providers are not aware  
of all the application-layer attacks going on, given their 
macroscopic network view.

•  Eighty-one percent of respondents saw application-layer 
attacks targeting HTTP, and nearly 60 percent saw 
attacks against HTTPS and DNS.

•  Over a third of organizations had their firewall or IPS 
devices experience a failure or contribute to an outage 
during a DDoS attack. 

•  Operational expenses, reputation damage and revenue 
loss are the top business impacts of DDoS attacks.

•  Diversion to cover compromise or data exfiltration is  
the third highest perceived DDoS attack motivation.

•  Nearly a fifth of respondents indicated that APTs have 
targeted their organizations during the survey period. 

•  Just over a third of respondents indicated an increase 
in security incidents this year, with about half indicating 
similar levels to last year. Fewer than half of respondents 
feel reasonably or well-prepared for a security incident, 
with 15 percent indicating that they have no plans or 
resources in place. 

•  Firewalls/IPS/UTP systems and NetFlow analyzers repre-
sent the most common threat detection mechanisms. 

Security Practices

•  The proportion of organizations that practice DDoS  
attack and defense simulations continued to decrease 
again this year. 

•  The challenges facing organizations as they build and 
maintain security teams remain the same, with the top 
two being lack of headcount and difficulty hiring and 
retaining skilled personnel. It should be noted that there 
has been a 14 percent increase in respondents reporting 
the latter, which indicates that the skills shortage within 
the security industry is not abating.

The proportion of respondents implementing 
BCP 38/84 anti-spoofing has dropped from 
around half last year to just over a third this 
year. Given that the lack of anti-spoofing filters 
at the Internet edge is one of the key reasons 
why reflection/amplification DDoS attacks are 
possible, it was expected that this proportion 
would have increased. This is bad news.

2013 2014

50% 33%



Traceability	  

•  Important,	  but	  unfeasible	  



Deployability	  

•  Device	  capability	  
•  AnM-‐spoofing	  by	  default	  
•  Tailored	  operaMonal	  guidance	  



IncenMves	  

•  Mobile	  networks	  
•  Broadband	  access	  
•  Enterprises	  
•  Datacenters	  and	  hosMng	  providers	  



Way	  forward	  (discussion)	  
	  

•  Are	  we	  solving	  the	  right	  problem?	  
– Back	  to	  the	  anatomy	  of	  the	  aOack	  

•  Are	  we	  solving	  the	  problem?	  
– How	  do	  we	  know?	  

•  Are	  we	  solving	  it	  in	  a	  right	  way?	  
– How	  can	  we	  maximize	  impact	  and	  scale	  up?	  


